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Note

It is strongly advised to configure Network Time Protocol. If this library and the 3rd
party authentication application do not share the same time the authentication codes
will not match and Multi Factor log on will fail.

¥ Enable Multi Factor Authentication

— Protocol

@ Time-based One-time Password (TOTP)

Shared Secret

Scan QR code or type in the shared
secret code below

Shared Secret Code:

56ND KK3B BG20 XYDG KUPJ
BXYP ZFWA 2J67

Authentication Code: A

— Note

Remote Login Access may be restricted for user and administrator
accounts to allow access only from defined IP addresses

Current Source P Address: 10,20.88.30

Enable Login Restrictions

— IP Address Permissions

+

Search Setiings

User DN

@® Loar port: O LoAPS por: QO stanttLs pont:
6% 39 +
Principal:
Group DN:
cn=idapadm do=server de=mycompany,de=com =
=G
Password
i

Confiem Password:

ZEAFIAIE(MFA)

X F B ERAA AP KA ST ERRINE,
FIFaILASAMFA, MFAGERtRERNETFRIEAY—
REFBRIFEER, WGoogle Authenticator,
Microsoft Authenticator®, —B/ZA, AFPHE
ERUEENwWebFRET, IR TERTBMARBFS
FZRBIN, IRBE— NI, ZERLDAPYIRLE
EEBIRIE TRMISIERT, MFAREREER.

|PRR

[ERIPRRS, IR RABHIETIE X B&E LRI
FIPHBiE(vABv6) A BEThIRIME T EERYTAE R P 5.

22K BFRAEIN(LDAP/LDAPS)
ATEUESH. B2, BWRIBALEE
18, Scalarfii s iFE IHILDAPBRAR
%%, ®iEMicrosoft Active directory,
NetlQ(LABI#INovell) eDirectory.,
OpenlLDAPZ, ATHEmMZLeM, wILUE
G EPLRESNIERREAZE
LDAP (LDAPS),

@ cn=Userscemsarver, demmycompany, deecom
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X. ST EEANEEBEACHNNARFEE—MTEEN, XEnREGEETFinaZs
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Service Login Security

ServiceFIPER(BBRAARRATHEABRIEE)IRI, (MRTRIEARTENRS, HEY
Fapfial, TN ERSmOSG IR, AitbiRSERBServicelFRIE O (Service Access
Window) #=#l, ServiceRBFE4/NTATCERIEITARNE, WKRSBhiEHE.

Service 1AAIEO

Serviceif[AIBONRERITEIERREN —MIEER, Service AR AJLIBIT ITiZs AN iEIIE
ERIERE. SRYEEOZHEART, ServiceinaSHEER, XFEEERABEEHENTTHAT,
BEFERARSKF,

£ FHServiceif|a]

AFIITiEService AP S Scalarfim EERYLIRIEREENAZ AR, 27K, AHAITiE
Serviceipiala] AR S AR ER, el LARREER.

R AkEE

BERSTSOFARNZ2ITE N, TLIBEREBEEFSIRP. RABEATE
(HASTRRIRO K IERINE B ECE, EACNXALIEG RGN (MEHEEEZEZQuantum
Cloud-Based Analytics (CBA) )Kih) , TixRARBE.
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iR IR R ECBAMuGFREILLIEK. —B3R1EHE, BERS ARALIEEERS
[IEOHAE, ERCBANEMIRIEE ZMHENTeER. SnENMERIE, FE
ARSI ARG R,

— Local User Interface Access ———— — Service Access

Session Timeout: 4 Hours
@ Open Access

Q Login Required Enablke Remate Login

PIN Required
O 4 Access Window:

FN Indefinite b

¥ | Enable Local Service Port Login
Admin/User Access
: ) Access Window
Session Timeout:

Indefinite ~
9 hrs ~
Enable Reverse Tunnel:
Access Window:
Indefinite b
ICMPZ£
<

—BENSREEBTEIOLENREAMNSE, HIMSNET KBS, RRMFRETE
FERNRSSEMEMER. TUAEN “ping” WHiEFSB AT HRENERENPHELL,
B S calartimE LZERICMPIMY, AJLMERRS “ping” INHIEFHE 38" .

8SH:

Enabled
ICMP:

Enabled
Link Aggregation:

Disabled
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Hp#ERER, NMSHEMERAIEI. ScalarNREEMEINgE, HLATERGH MG
FErRBR(Tie it X RE R RISMO)ES, RIRTEAIEIERR.

Media Security

Unexpected Media Removal Detection
Upon Power-up and Reboot
During Library Operation
From I/E Slots During Library Operation

Expected Media Removal

From I/E Slots During Library Operation

( Close )

FEA USRI, TRt ASEHE:

1. R EFSXRINCREGFALE, 1% "Upon Power-up and Reboot' &
EFFHAT RIEER.

2. ¥&¥% "During Library Operation’ , TEXRBNAEFRAHSHGSHRIRT, WRE
TR ERIREHAEMER: flan, WSRIRIEARITFFScalar i6000ZERIRJHIBIREL
™, BHINER.

3. &2 “From I/E Slots During Library Operation’ , *3i2{E NRBHHEBRNEN/S
HilE, FHEZHTUUSANETEZIEERR, RasrHER.
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R, LURAERIS IR BRI, IERREHER,

R

ISP HERES L OMIBIE S RAI— N X RERIET: DN R, 8%
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TRIL TR SRFAMBRRSEXNIREESE. FAERRSETLIBMER, FHETHIRXEEEAR.
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B X% ETAPLHFEN D RBHE B DX,

EDLM 135 BT ARMRIE 7 IR, ERRRMMEREE, URERER, BriENRES

BER. EETETREREMAIISR.

EKM MBS JIR TR e SR E RO R B M IR IR,

EKM S XiEzN RESXINERE, 8EXTEIESKT, ANERSESERUTEEENESNHEER.
THEEECEICR BRI R ERER.

BERER AENEERMAPKPRMERAGCIERANENREICR. ZREFERE T, R,

LINGBE M e T TIREER, AEEEXNGRFNGS=R, RET—0iFMma#
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rEEMERE.
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BBEASISE/IScalarimEE A ERHIENY, ERHIEHS AT S TIREEE.
ZEMHEEMbugiEE. WMREAT "EHRAREIERN" , MrESERHTER
wE, EEROEEFINNRATH. BEfA2BEa MaEilE—aERRAERIE]
EFESRIEA, LB LS ER SR E K.

( Library-Initiated Website Access

v | Firmware Release Checking and Notification

T2 A&

MBI EE ST EESE NSRS A SRR EREhEERE., TS AEEHAXR
TAEARSS 2R AT LR IEXFA N R SRR, Bl TrT LU Scalartiis BrEC & /9 FITCPEKUDPIY
B ETEHAIERNtEsysloghkS=s, FERTEENROS.

— Settings

Activate Remote Logging

Syslog Server:

Port:
514
Transport:

TCP

@ Save Settings
QO Test Settings
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EEARKRETENMY (Simple Network Management Protocol, SNMP)

SNMPHERLAR—E R EEF O EMIRIEH TITE BRI =AY, ScalartidiBesads
SNMP v1, v2ciiv3, BFfESMIVZERE. HAxFSE A AHEMIRIEREESRHITER. MIB(E
BEEESHItEE#TEFR, LB T, Trap notificationsa] LABRIMELE, LUERBIEXRM
ERIE A =f&IEA,

SREZESINE

RN

LTOMGEERYNNEINREM 20075 (LTO-4) FHAMERNGER. IIEHERERMGPIITH, HX
SETHIEERER R, BTXERRE, SRINEINE, ANEREREEFERAEN, MEBLE
BEEREREIMTZA, SR TINER A . FraREScalarflmERERsTFLTONNZTIEE.

INZZET (Encryption Key Management, EKM)

INZHIRVASRZINNZEZE, MINEZENEEEEEEEN, AAELEH, SRTELTEH
ZZ AT ISR, BEBFENScalarimEIRE, SisFBINAEFRSEFH, UREME=
FHZSAETREEE, HLANBRLEFSOASIS KMIPH R SAE TR,

Server INGURE

Note

) ) ! ) " Key Set Name Number of Keys Status
The configuration of EKM servers does not enable encryption until pariitions

configure their respective EKM policy

(] FiLTO8Set1 3 Ready
A minimum of two servers is recommended to ensure keys are backed up to alternate
servers for safe keeping and disaster recovery M F2LTOSSet2 100 Ready
[ 55)
EKM Solution: KMIP Key Manager +
Communication Security Path Diagnostics:
SSLTLS 15 min
Server Port:
== 10.20.165.200 5696

== 10.20.185.223 56896 Apply ] -

RiBHIEZ R E TR

WS, BAVERSENERZRINENEIENS, NRZHEIME, HEIIRHXEHSER. &
HEEZHNINEZRETFE—haRENTIFES, (BNt EERIIEEIENR S, Scalari
A LURE—RIIBIRERE, (E58 MAREBELSHMNERMZE, RIS,
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ZFLIRENSIER S
Level 1 Level 2 Level 3
Active Vault Logical Tape Blocking Ransom Block
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BIActive Vaultfy X, %5 KIHFHERFE 8, BB aRLTS. ERFEOEHIRE, cl—EyE
TR E S ER AR I, EENERELLRE.

Active Vault

LEIhRE VISR TENE Uité "SRR T ESXZH, o XIRBMSIER, HEANA
EFENEERBAT R, XMFETUSIANR "R &f, REEAKNABERERIHTEERERIVSEY,
BIFE_EARTFE i%SHE,ﬂi ERINBE. Active Vault&ERTEANAEIER, AIAHSIRM TEIMIZE
B, RRBEETHETERIRIA, ISRREALIBRIRAYATEE,

&in

o8 k3T
EERIEBITTHRE
BB W
% % FEWYE Vault 4 X
%?é;;;gg;i SCALAR VAULT
& BIR PHEL. *ém%m
B ERE Vault 3 X

FEIGIES. RABRIERRMIESE,

3 BHEHNEE Vault S EBEER . BiEx25
FaEEE R PR EIE

Logical Tape Blocking

Logical Tape Blocking@ &&=t B N — M ETZEREINIKHEIED X, SEEMHEHRNE

B IHRER ERIRLHEER, Logical Tape Blocking&tB4aigiZri e E Ethittys (BI13K5h28) Y

K, EXERERH TR Emminn, MEEVRMNEHEESEH, AEBERREAN, XLEERME
WRERBMEARFHNTMH. Logical Tape BlockingrTLUBITIZFEEA, {BRBEEM T ERNAMIRIE

EMRFHITER. Logical Tape BlockingThsERJLABRIR{ER, {BEEINGIF28ESActive VaultFl
Ransom BIock—ﬂJ:FF' LIRS R3INEEZ 2.
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Ransom Block

Quantum Scalar®Ransom Block3R Y —FfhfEi B mmitssaOiES:, S LAEEE, 5%K
BEEHTEEZE, CIE T —EYERE.

ifERER Logical Tape Blocking Ransom Block
BIEREFLogical Tape Blocking, BIH4HtiE, B EEREFIRansom Block, E{SHTERRDEH,
LA BE RS SRS TR AR EEAIRERR.

BT R

MHELESS |
W, BEEEED P
RRTLATHER R

HERRFERTETNETER. BBEASEERBEEANNRIT, FJLUSHFEESD S, X
WERBLTENPHMEET, BERRMFARBHEGESHEATR. BT 8ERRERoEH, TWME LN
SRR AT LSRG, ELRREERIUCHESRU GRS, LSRR,

FERIEARFI ST S E BTN, R
ERRGAIIN, MRSEEEENERD, TUBT s e e
S0 TR, IR A R ALK AR, === iR

SRS EHBRY RER(EDLM) = -
HEEIORIFESRETFAA—GLERMEAENE | - =

B, W EemTREER, NEEErREneaE
IBRAENRIER. 50, BABHMANEER, HINE
RERFIEILRYER, XUITFESHEERIEINE: S8 & e e

PRSP OAMEN SRR TAGT o S L D
—FHIRIR, TRREEORTS T, EDLMSZRSERY, RE. B | :
H. ETHIEN. SERNEETTRIEN, LRREE | e
BN, HERETRAN, SERANIMEEATE TR 0 e

RERR, LMEIaT AR AT S8R S HIZFH# S,

—UR FEFERS, #NQuantum StorNext®, EZEr[LAETEDLMER, BaliSEURTBRIHmM .
AT HREERYE, BN RS ERIPLE RN, FERRERENESHT. R IXWIRENEST AEREEIM
¢, Eit, fERActive VaultthgERIF A tERILAREREDLM, LIFRRITTFiZVaults X BT/ R
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—RE, ZIRiE (Write Once Read Many , WORM)

LTORHESE=R(LTO-3) &Lk, HEEEEBHITWORMEERIE, WORMIBR/EFRE(FEBIFIRAIRH,

R, FBILRRE RN NEHRBES KR EEHIT. LTO WORMIFERE, HER
FREEHIE, FFESECHINT7a-4(H)FIRNEMNE, BERFEASTATES. AERERTEL,

NFEESIWER ST WEL, LTO WORMEESHILRARE. I ERESSIEN
BN\EHEDNE. TEMEREScalariiwEIRE, £E>IFLTO WORMIIEE,

ScalarZ5 =R EHELR THEEHE LS
Feature T BiE%e ] el

Active Vault
Tape Block
Ransom Block
EDLM

WORM

s

EKM

R ETERR
SZEFIAIE

| PR
LDAP/LDAPS
ST

ERUE

B EsNiTHATES
RBAC

Svc Login Security
Svc Access Window
Svc Access Disable
R EpFE

ICMZEF

JIEEE ]
E{HHRIC
NRLZLTRE
B

BHIHRES

BT RN
EEE

SNMP

ANNAYAYANAY

ASAYAS

ANAYAIATAIATAYA A A A A TATA SRS

ASAYANAS

Zie

BEATIFEENEPEENZTE2MRIE, FINEX—DScalarRFI=m% 25844 (Scalar security
Framework)f#trHFrE ISR L 2RI L, IR T BAIENTRIX—BfRFrBRINE L, 8%
AEPITCHEHIRBNESZER, EeJLI&5H www .quantum .com/documentation THEEZS,
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